Désigner un pilote
Cartographier
Prioriser

Gérer les risques
Organiser
Documenter



Conclusions discussion

abuse@votreOpérateur.com

Et puis ...
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changement des
mots de passe
Pas de mélange desgenres: travail, | eux, i
Antivirus, gatuit ou payant, mais a jour
Pare-feu (firewall), avec des regles de sécurité pour les flux entrants
et sortants
Mises a jour du systeme et des logiciels
Sauvegarde : clé USB, disque dur externe, systeme RAID



[&) sécurité informatique.pphx - LibreOffice Impress
Eichier Egition Affichage Insertion Formaf Dispo [Disporama Quiils Fepétre Aidg

-85-d-14d

- &y -

€« c

Applications

S Bioserveur

Agenda

Bemi @

Netcraft Extension

Home

Download Now!
Reporta Phish

Site Report

Top Reporters

Incenti T reporters
Phishiest TLDs
Phishiest Countries

Phishiest Hosters

Phishiest Certficate Authorities
Phishin:
Takedown Map

Most Popular
Branded Extensions

Tell a Friend

— Phishing & Fraud

Phishing Site Feed
Hosting Phishing Alerts
SSL CA Phishing Alerts
Protection for TLDs against
Phishing and Malware
Deceptive Domain Score
Bank Fraud Detection
Phishing Site Countermeasures

Extension Support

Tutorials
Installing the Extension
Using the Extension
— Gefting the Most

5 al® ole wla]

Benoding 2 Phish

' Doctolib % V& AMeli.fr - Compte Professior 1 ] Site report for espacepre

‘toolbar.netcraft.com/s

x

| RéssauSentinelles > . Accusil Professionnels bop  [E] La Banque Postal HoMA [] Conseils aux Voyageu.. € Accusil € sisra Consultation des Droits 5 Bioserveur

Site report for espacepro.ameli.fr

000600

Lookup another URL:

= Background

Site title Not Present Date first seen Not Present
Site rank Primary language English
Description Not Present

Keywords Not Present

Netcraft Risk
Rating [FAQ]

0/10

= Network

Site http://espacepro.ameli.fr Netblock Owner  National Site CEN
Domain ameli.fr Nameserver nsl.ascio.net

IP address 093.174.145.85 (virusTotal DNS admin hostmaster@cscdns.net

IPvG address Not Present Reverse DNS espacepro.ameli.fr

Nameserver whois.corperatedomains.com

organisation

Domain registrar  nic.fr

caisse nationale de |'assurance maladie des travailleurs. Hosting company  Corporation Service Company
salaries, 26-50, avenue du Professeur Andre Lemierre,

75986 Paris, FR

Organisation

unknown

DNS Security
Extensions

Top Level Dom: France ( fr)

Hosting country K FR

= Sender Policy Framework
A host's Sender Policy Framework (SPF) describes who can send mail on its behalf. This is done by publishing an SPF record containing a series of rules. Each rule consists of
a qualifier followed by a specification of which domains te apply this qualifier to. For more information please see openspf.org

Warning: It appears that this host does not have an SPF record. Setting up an SPF record helps prevent the delivery of forged emails from your domain

= DMARC

DMARC (Domain-based Message Authentication, Reporting and Conformance) is a mechanism for domain owners to indicate how mail purporting to eriginate from their
domain should be authenticated. It builds on SPF and DKIM, providing a method to set policy and to give reporting of failures. For more information please see dmarc.org.

This host does not have a DMARC record.

= Web Trackers
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Netcraft Extension

Home
Download Now!
Report a Phish
Site Report

op Reporters

Ince
Phishiest TLDs
Phishiest Countries

for reporters

Most Popular Websites
Branded Extensions
Tell a Friend

Phishing & Fraud

Phisni

Site Feed

Protection for TLDs against
Phishing and Malware

Dec
Bank Fraud Detection

Domain Score
Phishing Site Countermeasures

Extension Support

FAQ
Gloss:
ContactUs
Reporta B

Tutorials

Installing the Extension

uUsing the

nsion

Getting the Most

= Reporting a Phish

o~ E | K ﬁ'@ Doctolib x V431 AMeli.fr - Compte Professior % § 1] Site report for sfr.f x

{1 https://toolbar.netcraft.com/s eport?url=sfr.f

§ Réseau Sentinelles > brp & La Bangue Postal

Site report for sfr.fr

* Accueil Professionnels

Lookup another URL:

& Background

Site title SFR | Téléphone, Forfait Mobile, Internet + Fibre, Sport, Play, Date first seen June 1997
Presse, Nev

Site rank 53552 Primary language French

Description D wrez les offres Mobile, TV, Internet et Fibre de SFR. Choisissez le forfait qui r\303\251pond \303\240
le meilleur des tenus SFR Sport, SFR Play, SFR Presse.

Keywords Mobile, TV, Internet

Netcraft Risk
Rating [FAQ]

0/10

E Network

Site http://sfr.fr Netblock Owner
Domain sfr.fr Nameserver

1P address 80.125.163.172 (virusTotal) DNS admin

IPv6 address Not Present Reverse DNS

Domain registrar  nic.fr Nameserver

organisation
Organisation SOCIETE FRANCAISE DU RADIOTELEPHONE - SFR, 1, square
Bela Bartok, 75015 Paris, FR

Hosting company

Top Level Domain  France (fr) DNS Security

Extensions
Hosting country I FR

G Hosting History

Netblock owner IP address os

SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-TP
SFR GPRS NETWORK 80.125.163.172 F5 BIG-IP

Homa [ Conseils aux Voyageu

€ Accuel € sisra

SFR GPRS NETWORK
nsipub.sfr.fr

support@dns.sfr.net
unknown
whois.nic.fr

Numericable-SFR

unknown

Web server

Apache

Apache/2.2.13 Fedora
Apache/2.2.13 Fedora
Apache-Coyote/rtm-sfrfrl
Apache/2.2.13 Fedora
Apache/2.2.13 Fedora
Apache/2.2.13 Fedora
Apache/2.2.13 Fedora

Consultation des Droits  B>5 Bioserveur

000000

s et retrouvez aussi

Last seen Refresh
14-May-2019
15-Jul-2012
5-S5ep-2011
24-May-2011
10-Apr-2011
26-Feb-2011
3-Dec-2010
23-0Oct-2010
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= Background

Site title Surgica logiciel cabinet médical premium accessible en ligne Date first seen August 2014

Site rank Primary language French

Description Testez d\303'250s maintenant le logiciel m\3203\251decin premium Surgica accessible en ligne, logiciel chirurgien, m\303\251decin
spy303%251cialiste. Il prend en charge les rendez-vous en ligne m\303%251decin, les rappels de rdv par SMS et est accessible sur tous vos appareils
Mac ou PC

Keywords Not Present

Netcraft Risk 0/10

Rating [FAQ]

= Network

Site http://surgica.fr Netblock Owner WSEB HOSTING

Domain surgica.fr Nameserver dns108.ovh.net

IP address 178.33.6.78 (VirusTotal) DNS admin tech@ovh.net

IPv6 address Not Present Reverse DNS wp.wsb-agency.com

Domain registrar  nic.fr Nameserver whois.ovh.com
organisation

Organisation Medialog, Medialeg, 9, rue laplace, 23700 MERIGNAC, FR Hosting company OVH

Top Level Domain France (.fr) DNS Security unknown
Extensions

Hosting country IRFr



Lookup another URL:

= Background

Site title
Site rank

Description

Keywords

Netcraft Risk
Rating [FAQ]

E Network

Site

Domain

IP address
IPv6 address

Domain registrar

Organisation

Top Level Domain

Hosting country

Web hosting, cloud computing and dedicated servers- OVH

52014

OVH provides everything you need for a successful online projec
Data...

Neot Present

0/10

http:/fovh.com
ovh.com

198.27.92.1 (VirusTotal)
Not Present

ovh.com

OVH SAS, France

Commercial entities (.com)

CA

=l Hosting History

Netblock owner

OVH Hosting, Inc. 800-1801 McGill College Montreal QC CA H3A 2N4

OVH
OVH
OVH
OVH

Date first seen

Primary language

Netblock Owner
Nameserver
DNS admin
Reverse DNS

Nameserver
organisation

Hosting company

DNS Security
Extensions

IP address
198.27.92.1
213.186.33.34
213.186.33.34
213.186.33.34
213.186.33.34

s QO DO OO

July 1997

English

neb hosting, domain names, dedicated servers, CON,

OWH Hosting, Inc.
dns.ovh.net
tech@ovh.net

.ovh.com

whois.ovh.com

os Web server
Cisco unknown
Cisco Apache
unknown Apache

Cisco Apache

unknown Apache

Last seen
17-Mar-2019
12-Feb-2017
5-Jan-2016
21-Nov-2015
7-Nov-2015

ud environments, Big

Refresh



Les objets connectes :
Big Data / Big Brother
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<« c o wolfram.com o O % N @3 O @ =
WOLFRAM ®
CONNECTED DEVICES PROJECT

Curating the devices
of the Internet of Things

# Connect to the Wolfram Data Drop Making data from the Internet of Things computable »

Browse by measure d quantities » @ Browse by recently added »

This website uses cookies to optimize your experience with our services on the site, as described in our Privacy Policy.



Les objets connectés :
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Les objets connectés :
Big Data / Big Brother

LES NULD

Vol de données

Partage sur les réseaux sociaux
Prise de contrble a distance (pace
maker)

Géolocalisation

Modification des informations

| ntroduction de virus, pannese.



Les objets connectes :
Big Data / Big Brother

B

A Search Engine for the Internet of Things

Find & use open loT data from around the world

See how Thingful can help




Les objets connectes :
ig Data / Big Brother

® www.thingful.net/?lat=45.749183833023764&Ing=4.8859065771102905&2=

Transport

Global Bike Share: 3012
", -PLACE DU CHATEAU

Open
Bikes
Spaces

Total docks

Sl | .

A Search Engine for the Internet of Things
Find & use open loT data from around the world

See how Thingful can help
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Blg Data/ Big Brother

Donnees VERA

Temp_Chalet 20.7
Temp_Entree 24.1
Temp_Ext_Cours 13.8
B Temp_Ext_jardin 13.1

Temp_Piscine 25.9

A Search Engine for the Internet of Things
Find & use open loT data from around the world

See how Thingful can help
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